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Abstract. Catastrophic failures in power grid due to mal-
operation of traditional backup protection system (e.g. third zone 
of distance relays) was one of the main causes of many cascade 
trips. This paper assess a new wide-area backup protection 
system (WABPS) based on phasor measurement units (PMU), to 
improve third zone of distance relays to avoid its mal-operation. 
Based on this assessment, phasor measurement units with high 
speed communication system such as fiber optic and using time 
transfer with GPS system have dynamic adjustment for reliable 
backup protection system to avoid mal-operation. The new 
backup protection system is based on phasor measurement units 
(PMU) obtained from studies on the IEEE 9 bus test system 
using Matlab Simulink. It can successfully distinguish between 
actual and virtual faults for interconnected lines 
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1. Introduction 
 

owadays, electrical grids are more complex due to 
their fast development and considering distributed 
generation (DG) sources, electricity market 

restructuring, and deregulation, and the existence of 
independent power producers (IPP). Therefore, 
availability of electric power with high reliability and 
adequate power quality are essential for electrical 
networks. In this regard, new technologies such as smart 
grids has introduced a new standard for monitoring, 
protection, and control systems in order to increase the 
safety of grids, providing reliable electricity power, reduce 
the unwanted blackouts, rapid response to changes in the 
electrical system conditions, fault detection and recovery 
of electrical grids. Here, Wide-Area Monitoring, 
Protection and Control Systems (WAMPCS) are vital for 
Electrical Management Systems (EMS) [1]. 
   Generally, collapse of the power system is done in four 
stages as follows [2].  

 First stage (simple fault): the system is designed 
based on N-1 constraint criteria and expected to 
work continuously with the first fault. If the next 
fault or two synchronic events occur, the system 
is converted to N-2. This secondary fault may be 

caused by protective relays, human fault or 
incorrect analysis of the power system. 

 Second stage (load encroachment): secondary 
fault may be caused an overload in the system 
and need to trip in the overload line, therefore the 
active power outages from overloaded lines to be 
transferred to other lines. 

 Third stage (power swing): active power swing 
occurrence in power system causes the third zone 
mal-operation of distance relay. 

 Fourth stage (islanding): with spreading lines 
outage of the power system, practically there will 
be an island mode which can be lead to voltage 
collapse in power system. 

  Mal-operation of distance protection third zone in 
circumstances like load encroachment, power swing and 
voltage instability may be lead to the spread wide-area 
blackouts. NERC presented 14 recommendations to 
prevent widespread blackouts in Final Report on the 
August 14th, 2003 Blackout in the United States and 
Canada[3].According to this report, using synchronization 
time criteria in protective system to improve performance, 
particularly in the third zone of distance relay is 
necessary. 
  The paper is organized as follows. In section II, mal-
operation of third zone of distance relay is reviewed. 
Then, in Section III by means of phasor management unit, 
a new Wide-Area backup protection system (WABPS) is 
suggested to be employed in WAPS. In Section IV, the 
performance of proposed protection system is simulated 
on the IEEE 9 bus test system. Conclusions of this paper 
are given in Section V. 
 
2. Mal-Operation of the Third Zone 

 
  Generally, the first and second zones are considered as 
main protection of the transmission lines whereas the third 
zone is known as the backup protection. The first zone 
covers about 80 to 85 percent of the line without any time 
delay. This zone is used as the main protection. Second 
zone covers the entire length of the line plus 25 to 50 
percent of the next shortest line and operation time is set 
about 0.25 to 0.4 seconds. Third zone covers the entire 
area protected by the first and second zones plus 25 
percent of the next long line (third line) and delay time is 

N 
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set between 0.6 to 1.5 seconds. This zone is used for 
backup protection. 
  In this section, the causes of mal-operation of third zone 
will be discussed. As can be seen in the Fig (1), a classic 
layout of the third zone of distance relay is displayed. This 
structure serves to protect each line separately. Hence, 
mal-operation of protection system in abnormal condition 
is very high. 
 

A. LOAD ENCROACHMENT AND POWER SWING 
 

      In swing conditions, amplitude and phase angle of 
voltage and current oscillate, which may caused mal-
operation particularly in the third zone of distance relay. 
Distance protection relays are equipped with power swing 
detection modules,e.g.  Concentric characteristics method.  
Concentric Characteristic method is the simplest way to 
measure speed of impedance oscillations. It monitors the 
impedance trajectory between two concentric areas which 
is defined in the protection relays. The advantage of this 
method is that the power swing is detected before 
impedance entrance into protection zones. One of the 
limitations of this method is that the concentric 
characteristics are barriers for outer characteristics to 
extend the load area. These factors lead to serious 
restrictions for the long lines and heavy loads [4]. 
   Blinder Schemes is based on measuring the travelling 
time of the impedance trajectory passing a blinder zone. It 
can be used independently of the distance zones 
characteristics and load impedance can be placed inside a 
blinding scheme areas. The disadvantage of this method is 
the complex coordination and regulation of the blind 
scheme, according to network conditions [4]. 
 

 
Fig1. Classic layout of the third zone of distance relay 

 
B. VOLTAGE INSTABILITY 

 
The main cause of voltage instability is shortage of 

reactive power in power system [5]. Mal-operation of 
distance relay in terms of voltage instability can occur by 
the third zone relay which having a maximum area of 
protection as backup protection [6]. The worst case of 
voltage instability occurs when the dynamic load tries 
beyond the capability of transmission line or generation to 
be used [7]. Various methods for fault detection from 
voltage instability are presented. Using derivative of 
voltage and calculation the voltage changes are not always 
responsive, as step-voltage increase due to load shedding 
or switching of capacitors. When the network is still 
faulty, derivative of voltage near the voltage collapse is 
large and negative [8], [9], [10], and [11]. Using power 
estimate through transmission line at any moment and 

blocking the third zone performance is another way to 
distinguish between fault and voltage instability [12], [13], 
[14]. Using line voltage stability is another method that 
can be used for detecting fault and voltage instability [15]. 
The disadvantage of this method is the dependence and 
connection between substations. If connection between the 
substations to be cut, fault detection is not performed 
properly. 
   In the aforementioned solutions, two aspects are 
considered: 

 Discovered the power swing or voltage 
instability relay for the blocking the third zone  

  Calculated fault location and permission to the 
third zone relay 

 
Therefore, this paper attempts to evaluate the feasibility 
and assessment new backup protection systems to reliable 
and improve the current backup protection. 
 
3. The Proposed Structure 

 
In the past, due to the mal-operation of third zone, 

some references suggest removing this backup protection 
and in other ones, the necessity of this backup protection 
is mentioned [16]. 
    Wide-area monitoring, protection and control system 
(WAMPCS) collect information through fast and reliable 
communication to deal with large disturbances. Here, 
synchronized measurement technology (SMT) plays very 
important role [1]. 

Real time measurement of the wide-area protection 
system (WAPS) will be so useful for implementing 
adaptive protection system especially in back up 
applications.  

On the other hand, sending information of phasor 
measurement units from different parts of the grid to main 
control center is associated with a delay of several tens of 
milliseconds. Therefore, development of wide-area 
protection system (WAPS) using phasor measurement 
units (PMU) cannot be so enough for main protection 
system. 

In the proposed structure, the information collected for 
data processing is sent to main control centers and after 
processing stage, appropriate control and protection 
commands are sent to local equipments. Fig. (2) Shows 
the structure of the proposed backup protection system. 
 

 

Fig2. Wide-Area Backup Protection System (WABPS) Proposed 
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PMUs measure positive sequence (and negative and 
zero sequence quantities, if needed) voltages and currents 
of a power system in real time with precise time 
synchronization. This common time reference is 
independent of the geographical position of the measuring 
device. All measurements are done with the GPS one 
pulse per second (1pps) [17]. 
The result of the measurement is a vector X (synchronized 
phasor) as given below: 
 

√2
 

                           
√2

                                      1  

 
Where xm is the amplitude of the filtered synchronized 
vector and θ is the phase angle relative to a cosine 
function at nominal frequency. IEEE C37.118 [17] 
specifies that the angle θ is 0 degrees when the maximum 
of the signal to be measured coincides with the GPS pulse 
and -90 degrees if the positive zero crossing coincides 
with the GPS pulse. 
The most commonly used method of calculating phasors 
from sampled data is that of Discrete Fourier Transform 
(DFT). The sampling clocks are usually kept at a constant 
frequency even though the input signal frequency may 
vary by a small amount around its nominal value [18]. 
    Communication links used by WAPS include wired and 
wireless options [18]. Communication channel capacity is 
not often a limiting factor for transmission, limiting factor 
is latency in the data path, that in some applications of 
phasor measurement units (PMU), this delay causes a 
general delay in information transfer measured in the 
process. The communication options for WAPS include 
the following [19]: 
 

 Twisted pair  
 Fiber optic 
 Microwave 
 Power Line Carrier (PLC) 
 Satellites 

 
Delays due to the use of PMUs and the communication 
link involved are due primarily to the following reasons, 
Transducer delays, and Window size of the DFT, 
Processing time, and Data size of the PMU output, 
Multiplexing, and transitions, Communication link 
involved and Data. Delay calculations form an important 
aspect of WAPS; Communication delay can be expressed 
as [20]: 

τ  τf  τp
L
R

 θ    2  

Where τ is the total link delay, τf is the fixed delay 
associated with transducers used, DFT processing, data 
concentration and multiplexing, τp is the link propagation 
delay, L is the amount of data transmitted, R is the data 
rate of the link, and θ is the associated random delay jitter. 
In applications where phasor measurement units (PMU) 
are involved with protection system or dynamics study, 
latency will be so important. The optical fiber can be 
installed along the cable or transmission line. Optical fiber 
has more bandwidth than copper wires. Table (1) indicates 

the delays of various communication links when using 
PMUs in a WAPS. 
 

Table1. Delay calculations associated with various 
communication links [20] 

 
Communication Link Associated Delay One Way (ms) 
Fiber – Optic Cables ~ 100 - 150 

Digital MicroWave Links ~ 100 - 150 
Power Line (PLC) ~ 150 - 350 
Telephone Lines ~ 200 - 300 
Satellite Lines ~ 500 - 700 

 
An architecture involving PMUs, communication links, 
and data concentrators must exist in order to realize the 
full benefit of the PMU measurement system. Phasor data 
concentrators (PDCs) is a kind of data concentrators to 
gather phasor data from several PMUs, reject bad data, 
align the time–stamps, discrete event and create a coherent 
record of simultaneously recorded data from a wider part 
of the power system.  
  According to the flow chart presented in Fig. (3), each 
PMU calculates the voltage and current phasors and sends 
them to the protection and control center through 
appropriate communication links, such as optical fiber. In 
the control center, Rf is calculated from equation (6).  
 

 
Fig3.Flow Chart of Proposed Structure 

 
Here, to distinguish between real fault (Short circuit) and 
virtual fault (Load Encroachment), Rf is calculated and 
processed. This parameter is based on the measured 
resistance value (Rf) between the buses. At the beginning 
of this calculation, resistance value (Rf) is varies from 
zero to several MΩ. Fig. (4) shows the method for Rf 
calculation. If value of the calculated resistance keeps 
very high (approximate in Mega Ohms) indicate that 
system is in normal operating mode.  
 

 
 

Fig4. The calculation of fault resistance (Rf) [21] 
 

              3     
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               4  

       
From equations (3) and (4) we get: 
 

.
                     5     

 
Since we have: 
 

         
 

        
  

Then we have: 
 

   .                          6     

 
  The value of Rf described in (6) is a criteria for detection 
fault in power system. Fault resistance value calculated in 
the normal lines is very high (Mohm) like open circuit. If 
the healthy line is in normal operating mode encounter 
virtual fault (Load Encroachment), then  Rf value will be 
still high which indicating that no fault occurred. Hence, it 
can be prevented from sending the open command. 
However, due to extreme fluctuations in load, there is 
little change in voltage or current but fault resistance value 
is still very high. If a real fault occurs, the calculated Rf 
will decrease considerably indicating real short circuit 
occurrence. 
  It should be noted that the operation time of Backup 
protection (Third zone), considering communication delay 
time is approximately, 600 ms which is in the range of 
typical third zone of distance protection. Therefore, the 
third zone backup protection can be replaced with 
proposed wide area protection system. 
 
4. Simulation Results 
 
As discussed in the first Section, lack of a proper solution 
to load encroachment has led some regions in the US and 
Canada to completely eliminate the third zone on 230 kV 
lines and above [22]. In this paper, the proposed structure 
has been tested on the IEEE 9 bus Test (WSCC) system 
[23]. The simulation been carried out by using the 
MATLAB Simulink software. Fig (5) shows the IEEE 9 
bus test system. the values shown are in per unit at 60Hz on a 
100MVA base [23]. 

 
Fig5. Three Machines 9-Bus IEEE Standard Network (WSCC).  

    All Iine order to implement the structure, phasor 
measurement Unit (PMU) simulated on all bus network 
for accurate measurement of voltage and current and 
implementation. Fig (6) shows the IEEE 9 bus Test 
(WSCC) system simulation. 
 

 
Fig6. Shows the IEEE 9 bus Test (WSCC) system simulation 

 
    In phasor measurement simulation, the sample 
measurement of voltage and current inputs are collected 
by the A/D (Analog to digital converter) at the rate of 48 
samples/cycle. The sampling interval is controlled by a 
well-proven frequency-tracking algorithm in order to 
respond dynamically to changes in system frequency. Fig 
(7) below shows the phasor measurement unit (PMU) 
simulation. 

 
 

Fig 7. Phasor Measurement Unit (PMU) Simulation 
 

Scenario 1. Simulation of the Third Zone Distance Relay 
    For better understanding, using data of phasor 
measurement Unit (PMU), the third zone of distance relay 
on the classical term be simulated and its performance 
against the Load Encroachment is reviewed. Most digital 
impedance relays offer load encroachment functions to 
account for heavily loaded conditions. The North America 
Electric Reliability Council (NERC) has recommended 
using a 150% thermal rating with a 0.85 pu voltage at 
power factor angle of 30 degrees [3]. The magnitudes of 
these parameters were determined to be observed under 
extreme conditions but not in a cascading mode. In this 
scenario of simulation, it can be seen that the measured 
value of impedance in Load Encroachment can be entered 
into the third zone of relay and will be causing unwanted 
outages. Distance relay placed on bus (7) and Load 
Encroachment in Line Bus7 to Bus 9 of network has been 
created and can be seen behavior of third zone in Fig (8). 
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Fig 8. Trajectory of Impedance third zone during Load  
Encroachment  

 
   As you can see in Fig (9), after the setting time of third 
zone, due to impedance path enter the third zone, close 
command of CB is removed and the Relative CB will be 
opened and cause to overload other line. 

Fig9. Open CB Command when Load Encroachment occurred 
 

Scenario 2.Simulation of the Proposed Structure during 
Normal Condition 
    All calculations in this scenario based on parameter 
(Rf) are performed and can be seen in Fig (10). Given 
very high  resistance and lack of any fault, the network 
continues to operation normally, which indicates the 
validity of the proposed structure and parameter. Very 
high value of parameter (Rf) indicates no fault in the line 
of network. In this scenario, to simplify, As can be seen in 
fig (10), the value of (Rf) is very high (Mohm).  

Fig 10.  The value of (Rf) (approximate1Mohm) in normal 
operation 
 
Scenario 3. Simulations of the Proposed Structure during  

Short Circuits 
    In this scenario, the performance of parameter (Rf) will 
be reviewed in real fault like short circuit. A real fault 

(short circuit) in the protection area of third zone 
considered and value of parameter will be assessed. An 
actual fault such as three phase short circuit between lines 
bus 7 to bus 9 is be considered. In Fig (11) can be seen 
that the value of (Rf) after real fault will be decreased to 
approximately zero and after the setting time, open 
command is send to related CB. 

 
 

Fig11.  The value of (Rf) (zero Mohm) in real fault (short 
circuit) 

 
As can be seen in Fig (12), the short circuit as soon as 
occurred, fault detection and calculations of backup 
protection in a very short period (less than 200 
milliseconds) is done.  Fig (13) shows that Computation 
time of backup protection, sending and receiving is less 
than 600 milliseconds, which is near conventional 
protective systems. 

Fig12.  Short Circuit Current Detection 

Fig13.  Calculation and send Open CB Command in 600ms 
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Scenario 4. Simulation of the Proposed Structure during 
Abnormal Operation 

    In this scenario, the proposed method is investigated 
during an abnormal operation such as load Encroachment. 
To achieve these conditions, Load of bus 8 is changed 
such that the impedance come into protection zones. The 
value of parameter (Rf) shown in Fig (14) is high (less 
than normal) that indicated no fault in system.  

 
Fig14. The value of (Rf) (approximate 0.2Mohm) in abnormal 

operation 

5. Conclusions  
 
The survey of simulation results for different scenarios 
has been done in all three operating modes, normal 
condition, abnormal condition (load encroachment) and a 
real fault. the result have shown that the proposed 
structure is effective for different network conditions as 
backup protection (third zone). According to simulation 
results, the fiber optics as a communication platform has 
latency of approximately 300 milliseconds round-trip path 
(100-150 km). Processing time needed for computation 
and simulation-based decision on proposal is about 200 
milliseconds. The total time value of wide-area backup 
protection system (WABPS) less than 600 milliseconds 
that is near current third zone (600ms – 1500ms). The 
decrease time of this proposed structure beside the current 
backup protection (600 to 1500 milliseconds) cause a 
faster diagnosis of abnormal conditions or fault condition 
and increase margin of power system stability and 
reliability. 
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